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Abstract 
   Cloud-based medical image sharing platforms are increasingly becoming more prevalent in medicine. 
Ultimately online medical image transfer systems allow physicians to build better and deeper referral 
networks, which in turn mean increased volumes and a more open platform for collaboration. Cloud 
computing has gathered specific attention from information technology vendors in providing massive storage 
applications and highly managed remote services. Cloud platform can form an exchange platform that all 
healthcare organizations use and can serve as storage center of medical records. Reliability and security are the 
main concerns about cloud computing. Adopting cloud computing can result in both positive and negative 
effects on data security. This paper presents a study about the security issues involved in data storage and 
sharing through cloud. It highlights the different types of security problems and how their existence can affect 
the cloud users.  
© 2012 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of Noorul 
Islam Centre for Higher Education 
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1. Introduction 
   Enormous increase in medical images presents a big challenge for healthcare providers as they 
have to manage, share and process this data while reducing costs. The explosive growth in amount 
of medical imaging data are due to certain factors such as increasing age of patient population, new 
medical imaging technologies such as 3D imaging, PET/MR scans, increase in size of data studies 
etc.Many of medical organizations do not  have much IT resources or storage for managing the 
increasing volume of data. Cost and security are main evaluating factors for managing data storage 
and access. 
   Medical record sharing [1] enables medical records to be shared across all healthcare 
establishments, starting with public hospitals and polyclinics and progressively to healthcare 
establishments in the private and charity sectors. With quick and accurate access to essential 
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medical information, medical staff involved in treatment can customize treatment to better meet 
 
 
  1. Improves the quality of care provided, ensuring that patient gets well faster. 
  2. Increases the safety. For example, ready  drug   allergies 
and current medications enables doctors to prescribe medication accurately and reduce unnecessary 
side effects.  
  3. Reduces the cost for patients as doctors can now view the results of any recent blood tests, x-
rays, CT Scans etc; an investigation online, thereby reducing the need to repeat the tests. 
      In the past, film was the medium used to share medical images with multiple health care 
services [2]. But it was expensive, clumpsy and inefficient. Then compact disc (CD) is appeared 
[3]. The main advantages of CD are low cost, portability and high storage. CDs have a different 
viewer which differ in many ways and are often are not intuitive to new users or to occasional users 
to use them. Further, Discs can become defective and unreadable. Then emerged technologies like 
peer-to-peer (P2P) [4] systems and cloud computing [5] that are capable of enabling sharing of 
medical records across autonomously managed heterogeneous healthcare information systems. 
      In this paper we describe the various mechanisms for medical image storing and sharing of 
medical images through cloud platform. The issues associated with the sharing of medical images 
through the cloud, the existing solutions, their limitations and future direction for then described. 
The rest of the paper is organized as follows. In section 2 we describe the cloud based medical 
image storage and sharing mechanisms and associated security issues. In section 3 we discuss the 
existing technologies and related works and analyses them. In section 4 we discuss the future 
direction for research. The conclusion is in section 5. 
2. Cloud Based Medical Image Exchange 
      Cloud Based Medical Image Exchange provide on demand medical imaging information 
technology (IT) services from remote or remotely managed third-party platforms over a network. 
Medical imaging is the process used to create images of the human body (or parts and function 
thereof) for medical procedures seeking to reveal, diagnose or examine disease. Medical images are 
the main means of the healthcare diagnostic procedures. Medical images come from a board 
spectrum of imaging technologies such as computed axial tomography (CT), magnetic resonance 
imaging (MRI), digital mammography and positron emission tomography (PET), and they generate 
a large amount of image data and important medical information. 
      The MRI, Ultrasound scan and CT images are mainly stored in digital formats which are related 
with the patient data and information. One of the main digital format used for medical imaging is 
DICOM (Digital Imaging and Communication in Medicine).It is a standard for handling, storing, 
printing and transmitting information in medical imaging.DICOM files can be exchange between 
two entities that are capable of receiving image and patient data in DICOM format. A DICOM file 
consists of two parts, a file header and a data set part, as shown in Fig.1.The File header contains 
identification information while Data Set part contains the actual medical image. The header 
consists of a 128 byte File Preamble, followed by a 4 byte DICOM prefix. A Data Set represents an 
instance of a real world Information Object. A Data Set is constructed of Data Elements. Data 
Elements contain the encoded Values of Attributes of that object. The Transfer Syntax used to 
encode the Data Set shall be the one identified by the Transfer Syntax UID of the DICOM File 
Meta Information. 
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Fig.1 A DICOM File 
 
     Cloud services enable storing, archiving, sharing and accessing images which allows the 
healthcare organizations to manage data more efficiently and cost effectively[1].Cloud based 
medical image sharing is a very cost-
investment in a lot of hardware. After confirming the identities of each provider, cloud medical 
image sharing can proceed over a virtual private network (VPN). As part of this connection, the 
provider receiving the image uses a password sent via email to log into the cloud server and see the 
studies. A secure cloud-based medical imaging exchange can speed access to pertinent current and 
historical imaging studies. It securely connects referral hospitals, physicians, and specialists online, 
enabling organizations to leverage their existing RIS and PACS systems. Hospitals that deploy a 
medical image exchange can view and share images and reports with their referral partners in real 
time, without relying on physical media such as CDs. 
     The sharing and exchanging of medical images through cloud can be of two paradigms [6]. The 
first method is to provide a set of services in the cloud that move medical images between sites on 
demand. The second method includes archiving the medical data in cloud so that original source 
sends images into cloud only once. Through the cloud, medical image sharing will help  patient 
safety and satisfaction by cutting down on the number of duplicate tests, potentially saving money 
and protecting people from unnecessary side effects of repeated tests. The benefits of putting 
medical images in a cloud include: 
a) Data Portability: With online patient health records, it is easier to access and share data 
between the patients and doctors and between the specialists. 
b) Increased and Flexible Storage Capacity: With cloud-based EMR, doctors and other 
healthcare professionals do not have to administer/upgrade their own hardware. Additional data 
storage is available as needed. 
 
c) Data Migration: The main benefit of cloud technology is that data need to be migrated only 
once. Then the data can be accessed and utilized with any PACS. It is necessary for an organization 
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to work with a vendor that can migrate data efficiently, since it is time and resource intensive 
criteria. 
 
d) Patient-Centric Connected System: Consolidating and storing medical image information in 
single centralized repository in the cloud instead of multiple PACS in different sites means health 
care providers can quickly access and share images across various departments and organizations.  
The schematic diagram for sharing of medical images through cloud is shown in Fig 2. 
 
 
 
Fig 2: Sharing medical image through cloud 
     Cloud based services adopt a principle for medical image sharing called server-side rendering or 
remote rendering[7], meaning all of the image rendering, processing, etc. being directed by the user 
is actually being executed on the server in the cloud. The result of this rendering, an HTML page, is 
f does not leave the secure server in the cloud. This 
technology solves the problem of moving large data sets from the PACS archive to a diagnostic or 
clinical workstation for them to be rendered. This solution totally avoids the data incompatibility 
problems encountered when an organization attempts to actually import digital image data from an 
outside  PACS into their lo  study data into the local 
PACS, so the images can be accessed and viewed by the physicians using the local PACS web 
viewer. The cloud solution depends on its own embedded display application to access and display 
the image data. 
2.1 Limitations 
    Although cloud sharing makes image transfer faster, often streamlining and improving patient 
care, the biggest stumbling block to widespread use is still fear and unease about the technology. 
Some of the limitations of storing and sharing of medical images through cloud are mentioned here. 
The first hurdle for many facilities and practices is having the proper high-speed bandwidth needed 
to quickly transfer images. Primary storage, deduplication and compression will minimizes 
bandwidth consumption dramatically while also increase performance. Image latency has become a 
critical issue for the user community under cloud due to low bandwidth. User acceptance of image 
rendering and analysis applications is often driven by performance criteria. It is unclear that remote 
rendering will provide sufficiently low display latency for all medical imaging applications when 
the server must be accessed over the internet. Latency [8] is controlled by the lowest bandwidth 
pathway in the communication exchange. High bandwidth networking in a remote data center 
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cannot overcome the limitations of relatively low bandwidth, shared communication links. Medical 
images stored in cloud should be available to the doctors at time they queried. Delay in accessing 
 There can sometimes be a 
temporary or permanent, partial or complete disruption to the cloud service, also known as 
downtime. Primary causes of downtime include internet bandwidth, equipment and software 
malfunction, natural disasters. 
2.2. Security issues in Cloud based Medical Image Exchange 
    Security has been the primary focus in cloud based medical image sharing and movements have 
been made across multiple fronts to protect the information. Security [9] refers to physical, 
technological or administrative safe guards or tools used to protect identifiable health data from 
unauthorized access or disclosure. The main data security components are privacy, confidentiality, 
integrity and availability. Security and privacy requirements extend to all aspects of the storage 
environment, including data protection and disaster recovery representing another burden on 
already stressed health care organizations. Securing medical images can be more challenging 
compared to other aspects of electronic protected health information as they are often transmitted 
between providers if a patient moves or seeks additional care from another entity. Privacy is about 
the protection and careful use of the personal information of patients. 
     Confidentiality is the assurance that sensitive information is not disclosed. For example medical 
image data should not be accessed by unauthorised parties. Integrity checking mechanisms prevents 
unauthorised modification of data. For example .received medical images have not been modified 
during the transmission.Availabilty, refers to the notion that data and services are available for use 
when needed. The main threats in image storage and sharing in cloud are given below. 
2.2.1. Distributed Denial of Service attacks (DDoS) 
    One of the main security threats to cloud based medical image sharing is DDoS [10] attacks. This 
attack is a threat to the availability of cloud infrastructure and its resources. Hackers are exploiting 
weakness in cloud defence methods, utilizing cheap, easily accessible tools to launch these attacks. 
The data centers and cloud operators are not well prepared to defend against them. Firewalls and 
IPSs are essential solutions for a layered defence strategy, but they are designed to solve security 
problems that are fundamentally different from dedicated DDoS attacks. Existing solutions mainly 
concentrate mitigating these attacks by keeping a small attack surface, monitor traffic regularly, 
block whatever traffic makes up an attack as soon as possible and block access to ports that only 
need to be accessed from specific locations, on As this attack become more threatening, data center 
operators and cloud service providers must find new ways to identify and avoid DDoS attacks. 
2.2.2. Confidential Data Leakage 
    Confidentiality of medical images stored in cloud is a top security issue. Cloud providers have 
taken steps to protect confidentiality of their content in their legacy data centers because of high 
costs from disclosures, penalties resulting from breaches, and loss of reputation. Confidentiality of 
data cannot be maintained and protected easily because of lack of visibility, sharing of information 
and attacks of malicious insiders.   
    Cloud environments pose different obstacles for protecting confidentiality of medical data. In 
infrastructure as-a-service (IaaS) environments, customers have the ability to create corporate 
infrastructure in the cloud. Encryption, access control and monitoring can reduce the threat of 
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information disclosure. However, modern content security monitoring and filtering solutions may 
be difficult or impossible to deploy due to architectural or other limitations in this cloud 
environment. In platform-as-a-service (PaaS) environments, customers can quickly spin-up new 
Web, database and email servers, but will find they have even fewer ways to do any monitoring or 
protection of content than in an IaaS environment. Customers with confidential content are at the 
greatest mercy of vendors in SaaS environments. With few exceptions, there is no way for a 
customer to ensure security of content at a SaaS provider. He must be completely trusted and 
trustworthy (and bound by a strong contract) to maintain security on behalf of the customers. 
    Encrypting a medical 
images[11]. The existing security techniques can scramble the image file such a way that it can 
only be accessed with a password. However, encrypted images can only be accessed by the user 
regardless of where the file is stored. The stored images could be protected by using encryption. A 
cloud provider can protect data in transit by encrypting it in the pipe between the provider and the 
service consumers system. 
2.2.3. Access Control 
   Abuse usage of cloud power by cyber criminals is the main threat to security of contents in cloud. 
Existing systems has a low barrier to entry, which makes it easy for hackers to launch security 
attacks on cloud computing resources. For some companies, the nature of the cloud allows any 
person with a valid credit card to register and use cloud services. Spammers, malicious code 
authors and other criminals can use these platforms to launch denial of- service attacks, host botnet 
command and control servers, perform password and key cracking and other malware and infect 
legitimate tenants in the cloud systems. Existing solutions are outsourcing the access control 
that the access control structures are not leaked to the cloud provider, while still allowing the 
remote sites to use them to verify access rights and help in enforcing access decisions [11]. 
2.2.4. Data ownership:  
    In general, the owner is defined as the creator of the information. Establishing the ownership of 
the information is necessary for protection against unauthorized access or misuse of pati
owner  can refer to the person responsible for the information or the 
organization creating and storin owner creator
author manage  of the information. The embedding of the ownership seal in the images is 
achieved through means of watermarking and encryption techniques  
 
2.2.5. Zero tolerance: 
     Due to encryption or watermarking, spots will appear in medical images retrieved from cloud. 
This may lead to wrong interpretations like presence of tumours; outgrowth etc.On the basis of 
these details doctors may give fault diagnosis. For preventing this zero tolerant images is needed in 
which watermarking techniques should be performed carefully. It requires extreme care when 
embedding additional data within medical images because this information must not affect the 
image quality.  
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3. Related Works 
     Cloud computing [5] is a type of parallel and distributed systems that have a large pool of easily 
usable and accessible virtualized resource. These resources can be dynamically adjusted for 
different application requirements. Cloud provide services such as Software as a Service (SaaS), 
Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) [12].Cloud is available at 
Private, Public, Community and Hybrid levels [13].The advantages of cloud computing include low 
cost, high storage, openness and graceful failure, convenience in control and environment 
sustainability. At present there exist many Cloud services providers like Hadoop, Amazon Compute 
Cloud EC2, Microsoft Azure and Google AppEngine[14][15][16][17]. 
     In [18], the authors proposed a system called MIFAS (Medical Image File Accessing System) to 
solve the problems in exchanging, storing and sharing of medical images. They utilized Hadoop 
platform and coallocation mechanism to establish cloud environment for MIFAS. MIFAS could 
easily enable users to retrieve, share and store medical images among different hospitals. The 
 first inputs username and password for authentication; users 
then input search condition user could then 
images. The author compares PACS [19] with MIFAS on the basis of image retrieval time, 
proximal failure problem, synchronization and concurrency. They proved that MIFAS is better and 
is scalable, cost effective and easy to manage. 
     In [20], the authors designed and implemented a medical image archive service using DICOM 
[21] standard as a cloud computing based solution under Microsoft Windows Azure platform and 
tools. The prototype consists of 1) a DICOM server which handles standard DICOM 
store/query/retrieve requests; 2) a DICOM image indexer that parses the metadata and store the 
information in a SQL Azure database; 3) a web user interface implemented in ASP.NET and 
Microsoft Silverlight technologies that allow users to search and view archived DICOM images 
based on any combination of DICOM tags. This system can lower the storage and management and 
to increase disaster recoverability. 
     In [19], the author presents a module of PACS Cloud architecture to grant interoperability with 
DICOM devices. PACS Cloud Gateway is a component of PACS Cloud, which focuses mainly on 
the translation from DICOM commands to non-DICOM and vice-versa. This Gateway focuses on 
full compatibility with DICOM standard. It has important services like DICOM storage and 
DICOM query/retrieve, capable of storing, querying and retrieving data from repository. PACS 
cloud must grant access to archive server at anytime. The proposed PACS cloud architecture is 
designed such as to separate sensitive data elements manipulation from demanding computational 
operations. In this system data are in the cloud, but the provider cannot do anything with it because 
they are all encrypted and the have access. 
Main advantages of the system are scalability and reliability of data. 
4. Future Research Directions 
    Cloud based medical image exchange has unique attributes that raise many security and privacy 
challenges in areas such as data security, recovery, and privacy, as well as legal issues in areas such 
as regulatory compliance and auditing. The main research areas are:-When clients store their 
medical data on the server without themselves possessing a copy of it, how the integrity of the 
medical data can be ensured if the server is not fully trustworthy? Will encryption solve the data 
confidentiality problem of sensitive data? How will encryption affect dynamic data operations such 
as query, insertion, modification, and deletion? Medical data in the cloud is typically in a shared 
environment alongside data from other clients. How the data segregation should be done, while 
data are stored, transmitted, and processed? Data anonymization and privacy preserving techniques 
will increasingly assume greater importance in cloud based medical image exchange and more 
main stream  research  are  required in this area. 
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5. Conclusion 
    Medical Imaging and Cloud computing could become the most data and computing intensive 
activities in future. Cloud is an emerging approach for various medical imaging applications. In this 
paper we discussed about cloud based medical imaging mechanism and analyzed the various 
security issues associated with this approach. We examined the current solutions and discussed 
their limitations. Finally we discussed the future directions for research.  
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